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Onpenenenus
B Hacrosiem J0KyMEHTE UCIIOJIb3YIOTCS CIECAYIOIIME TEPMUHBI U UX ONIPEACIICHUS.

ABTOMATHU3UPOBAHHASA CHCTEMA — CHCTEMa, COCTOAIAs M3 IMEepCOHAJla M KOMILIEKCA
CPEICTB aBTOMATH3aIlMM €r0 JEATSIBHOCTH, peaau3yromas HWHOOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS] YCTAHOBIICHHBIX ()YHKITHIA.

AYTeHTH(l)I/IKaIII/IH oTnpaBuTe/iss MAAHHBIX — IMOATBCPXKIACHUC TOI0, 4YTO OTIIPAaBUTCIIb
MOJIYYCHHBIX JaHHBIX COOTBCTCTBYCT 3a4BJICHHOMY.

be3onacHOCTh MNEPCOHAJIBHBIX [JAHHBIX — COCTOSHUE 3allMIIEHHOCTH I1EPCOHAIBHBIX
JAHHBIX, XapaKTEPU3yeMOE CIOCOOHOCTBIO  I0JIb30BATENIEH, TEXHUYECKHMX CPEICTB MU
MH(POPMALMOHHBIX TEXHOJIOTHI 00ecreunTh KOH(PUACHIIMATBHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTD
MEPCOHAIBHBIX JaHHBIX MpHU UX 00paboTKe B WH(MOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JAHHBIX.

Buomerpnueckne mnepcoHaNbHbIe [aHHbIEe — CBEICHHS, KOTOPbIE XapaKTEpU3YIOT
(¢u3noI0rNuYecKkue OCOOEHHOCTH YEIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBUTBH €r0
JIUMYHOCTh M KOTOPBIE HCIOJIB3YIOTCS AJIMUHUCTpAaLMEN AJisl YCTAaHOBJIEHUS JIMYHOCTU CyObEeKTa
MEPCOHATBHBIX TAHHBIX, MOTYT 00padaThIBaThCs TOJIBKO MPU HATHYHH COTJIACHS B MIMChMEHHOM
¢bopme cyObeKTa MEPCOHAIBHBIX JAaHHBIX (BKIIoYas (ororpaduu, OTHEYaTKHU MajbleB, 00pa3
CETYATKH TJIa3a, 0COOCHHOCTH CTPOCHHUS Tella U APYTYIO MOI00HYI0 HH(POPMAIIHIO).

BiokupoBanne TmepCOHANBHBIX [aHHBIX — BpPEMEHHOE TpeKpameHne 0o0paboTKH
MEePCOHANBHBIX JaHHBIX (32 MCKIIOYEHUEM CllyyaeB, eciu o00paboTka HeoOxoauma s
YTOYHCHHUSA IEPCOHATIBHBIX I[aHHBIX).

Bupyc (KoMnboOTepHbIi, NPOrpaMMHBbIN) — HCHOJHSIEMBIM NPOrPAMMHBIA KOJ WIH
MHTEPIPETUPYEMBIi HA0Op MHCTPYKUMHA, OONajaromuii CBOMCTBAMU HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHus U camoBocnpousseieHus. Co3aaHHble yOIMKaThl KOMIBIOTEPHOIO BUpYca HE
BCErJa COBMNAJAIOT C OPUIHMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K  JajbHEHIIEMY
pPacpoCTpaHEHHIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHas mporpamma — porpaMma, IpelHa3HayeHHas Ui OCYLIECTBJICHHS
HECaHKIIMOHUPOBAHHOTO JIOCTyNa U (UJIM) BO3JEUCTBUS HA NIEPCOHATIbHBIE TaHHBIE UJIN PECYPCHI
MH(OPMAITMOHHOM CUCTEMbI IEPCOHATBHBIX JTAHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrBa M CHUCTEMbI — TCEXHHUYCCKHUE CpPCACTBA U
CHUCTCMbI, HC IIPCAHA3HAYCHHBIC MJIA MICPCaadun, O6pa6OTKI/I N XpaHCHHUA ICPCOHAIIBHBIX TaHHBIX,
YCTaHaBJIMBAC€MbIC COBMECTHO C TCXHHYCCKMMU CPEACTBAMH U CUCTEMaMHU, IMPEAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I INEPCOHATIPHBIX JAaHHBIX WM B TIIOMCHICHMAX, B KOTOPBIX YCTaHOBJICHBI
I/H-I(bOpMaI_[I/IOHHBIe CUCTCMBI IICPCOHAJIbHBIX JTdHHbIX.

JocTynn B OnepanyoHHyI0 cpeay KOMIbIoTepa (MH(OPMAIIMOHHOI CHUCTEMbI NMEePCOHATBHBIX
JAAHHBIX) — TIOJTy4EHUE BOSMOXKHOCTH 3aITyCKa Ha BBIMOJIHEHNE IITATHBIX KOMaH, (DYHKIIMIA, IpOoLeIyp
OTEPAIIMOHHON CUCTEMBI (YHHUYTOXKEHHSI, KOIMPOBAHUS, TIEPEMEIICHUs U T.I1.), UCTIONHAEMBIX (ailioB
MIPUKIIQTHBIX TPOTPAMM.

I[OCTyII K I/IH(l)OpMaIII/II/I — BO3MOKHOCTbD ITOJTy4CHUS I/IH(i)OpMaI_[I/II/I 1 €€ UCII0JIb30BaHU .

3ak1ajouHOe YCTPOMCTBO — SJIEMEHT CPE/ACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMBIii
(3aKyabIBaeMblii WM BHOCHMBIN) B MecTa BO3MOXKHOIO cbeMa MH(opMalmu (B TOM 4YHCIE B
OTrpaK/IeHHE, KOHCTPYKLIMIO, 000pY0BaHHUE, MIPeIMEThl HHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUUYECKUE CPEJICTBA U CCTEMbI 00pabOTKH HH(POPMAITUH).

3ammimaemMas I/lH(l)OpMaIIPlﬂ— I/IH(1)OpMaI_II/I$I, SABJEIOIIAACA  TIPCAMCTOM COOCTBEHHOCTH U
nomicKamiasa 3aluTe B COOTBETCTBUM C Tpe60BaHI/IHMI/I MPaBOBLIX NOKYMCHTOB WJIM TpC6OBaHI/IﬂMI/I,
YCTaHAaBJIMBACMbIMH COOCTBEHHHKOM I/IH(bOpMaI_II/II/I.
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Hnentnukammss — TnprCcBOeHUE CYOBEKTaM M OOBEKTaM JOCTyNa HAeHTH(UKaTtopa U (HIn)
CpaBHEHHE NPETBSBIISIEMOT0 HICHTH(HKATOpA C IEPEUHEM TPHUCBOCHHBIX UACHTH(PHKATOPOB.

NudopMaTUBHBIA CHTHAJ — 3JICKTPHYCCKHE CHIHAJIBI, AKyCTHUYECKHE, O3JICKTPOMATHUTHBIC U
npyrue  (DE3HYecKue Tois, TO MapamerpaM KOTOPBIX MOXKET ObITh PACKphITa KOH(HACHIHATHHAS
uHpopMarmsi (TIepCoOHATBHBIC JTaHHBIE) 0OpadaThiBacMas B MH(OPMAIMOHHOM CHCTEME TEePCOHATTBHBIX
JIaHHBIX.

HNudopmaunonnasi cucrema mnepcoHaabHbIX JaHHbIX (MCIIJH) —COBOKYNHOCTD
coJepkamuxcs B 0a3ax MaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECIEYMBAIONINX HX 00paboTKy
MH()OPMAMOHHBIX TEXHOJIOTUH M TEXHHYECKUX CPE/ICTB.

HNudopmanmonnble TEXHOJIOIMH — TIPOLIECCH, METOBI TOWCKA, cOOpa, XpaHeHus, O0OpabOTKH,
TMPEIOCTABIICHUSI, PACIPOCTPaHEHNST MH(MOPMAITMK M CIIOCOOBI OCYIIECTBIICHUSI TAKUX TPOIECCOB H
METOJIOB.

Hcnonb3oBaHue mnepcoHAIbHBIX AaHHBIX — JeWcTBUA (Omepalyuu) ¢ MEepCOHATbHBIMU
JAHHBIMHU, COBEpILIAEMbIE ONEPATOPOM B IIEJIAX MPUHATHS PEIICHUH WM COBEPIICHUS HHBIX
NEeUCTBUM, MOPOKAAIOUINX FOPUINUYECKHE TTOCIEICTBUS B OTHOLIEHUN CYObEKTa NMEePCOHATIBHBIX
JAHHBIX WM JAPYruX JUI] MO0 MHBIM 00pa3oM 3aTparvBaroIlMX MpaBa U cBOOOABI CyObeKTa
MEPCOHAIBHBIX JAaHHBIX WU APYTUX JIMII.

Hcrounuk yrpossl 0e3onacHOCTH MHPOPMALUHU — CYOBEKT JIOCTYMa, MaTepuaibHbI OOBEKT WU
(u3IIecKoe SBIIEHHE, SBJIIOIINECS TPUUMHON BO3HUKHOBEHUS YTPO3bl 0€30MaCHOCTH MH(DOpMAIUH.

KonTtposmpyemasi 30Ha — TIpOCTPaHCTBO (TEPPHUTOPHS, 3/IaHWE, YacTh 3[aHUS, TIOMEIICHHE), B
KOTOPOM HCKJTFOUYEHO HEKOHTPONIMpyeMoe TpeObIBaHKEe TMOCTOPOHHUX JIMI, a TAkKe TPAHCIOPTHBIX,
TEXHUYECKUX W MHBIX MaTePUAIBHBIX CPEIICTB.

KonduaeHuaIbHOCTh NMEPCOHABHBIX JAHHBIX — 00s3aTeNIbHOE YISt COOMIONICHUST OTIepaTopoM
WIM WHBIM TIOJYYMBIIMM JIOCTYIT K TIEPCOHATHHBIM JIAHHBIM JIMIIOM TPeOOBaHWE HE JOIMyCKaTh HX
pacripocTpaHeHue 0e3 coryacusi CyObeKTa TepCOHATBHBIX JIAHHBIX WM HAIAYMS HHOTO 3aKOHHOTO
OCHOBaHMSI.

MexkceTeBoil IKpaH — JIOKATbHOE (OHOKOMIIOHEHTHOE) WM (hYHKIIMOHATIBHO-PACTIPE/ICTICHHOE
nporpaMMHOe  (TIPOrpaMMHO-aNMapaTHOe) CPENCTBO  (KOMIUIEKC), peal3yroliee KOHTPOJIb 32
uH(pOpMAIIMEH, TOCTyMalmed B HMHOOPMAIMOHHYIO CHCTEMY IEPCOHANBHBIX JIAHHBIX W (WJIH)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHOH CUCTEMBI.

Hapyumrens 0€30laCHOCTH TNEPCOHAIBHBIX JIAHHBIX — (H3UYECKOE JIMIO, CIy4aiHO WM
MpeTHAMEPEHHO COBEPILAIOIIEe JEHCTBUSA, CIIEICTBUEM KOTOPBIX SBIISIETCS HApyLIEHHWE OE30MaCHOCTH
MIEPCOHANIBHBIX JTAHHBIX MPU UX 00paboTKe TEXHUYECKUMHU CPEICTBAMH B MH(OPMALMOHHBIX CUCTEMAx
MePCOHATBHBIX JAHHBIX.

HeaBTomaTusupoBaHHas o0padoTka NEePCOHATbHBIX  JaHHBIX —  00paboTka
MEPCOHAIBHBIX JAHHBIX, COJAEPKALIUXCA B MH(MOPMAIMOHHON CUCTEME MEPCOHAIBHBIX JAHHBIX
nu00 W3BICUYECHHBIX M3 TAKOW CHUCTEMBI, CUMTAECTCA OCYILECTBICHHOW ©€3 HCHOIb30BaHUS
CpEICTB aBTOMAaTH3aluu (HEaBTOMATU3MPOBAHHON), €CIIM TaKhe JACUCTBUSA C NEPCOHAIBHBIMU
JAHHBIMU, KaK HMCIOJb30BaHUE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHUUYTOKEHHE MEePCOHATBHBIX
JAHHBIX B OTHOIIEHUU KAXKJIOTO U3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MpHU
HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKa.

HenexknapupoBaHHble  BO3MOMHOCTH —  (YHKIMOHAQJIbHBIE  BO3MOXKHOCTH  CPEJICTB
BBIUMCIIATEIBHON TEXHUKH, HE OTUCAHHBIE WM HE COOTBETCTBYIOIIHE ONMMCAHHBIM B JOKYMEHTALIUHU, IPH
UCTIOJIb30BaHUM  KOTOPBIX BO3MOYKHO — HApyIlIeHHWEe KOH(UACHIMAIBHOCTH, JIOCTYITHOCTH WIIH
LIENIOCTHOCTH 00pabaTeiBaeMoi HHpOpMaLuu.

HecanKumoHMPOBaHHBI A0CTYN (HECAHKIMOHMPOBAHHbIE JIEHCTBUSA) — OCTYI K MH(POpMALIIN
WM JIeUCTBUS ¢ MH(OpMAIMeH, Hapyllalolye MMpaBuiia pa3srpaHUyeHHs JOCTyIa C HCIOIb30BaHUEM
IITATHBIX CPEJICTB, PEAOCTABIAEMBIX MH()OPMAITMOHHBIMU CUCTEMaMH EPCOHATBHBIX TAHHBIX.
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Hocutens unpopManum — ¢GU3MUECKOe JMIO WIM MaTepUAIBHBIE OOBEKT, B TOM YHCIE
¢uzryeckoe 1one, B KOTOPOM HMH(OPMAIMS HAXOIUT CBOE OTPAKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHMH U TPOLECCOB, KOJIMUECTBEHHBIX XaPaKTEPUCTHK (HU3MUYECKHX
BEJIMYMH.

O0e3MunBaHue NMEPCOHATBbHBIX JAaHHBIX — JICHCTBUS, B PE3Y/IbTATE KOTOPHIX CTAHOBUTCSA
HEBO3MOXXHO 0€3 MCIOJIb30BAHUS JONOJHUTEIHHON HH(POPMAIIUK ONIPEICIUTD MPHHAICKHOCTD
MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY EPCOHATIBHBIX JaHHBIX.

O0pafoTka NepcoOHANBHBIX AAHHBIX — JI000€ JAeiCcTBHE (Oomepanusi) WM COBOKYITHOCTh
NeicTBUi  (omepalii), COBEpPIIAEMBbIX C HCIOJIb30BAHMEM CPEICTB AaBTOMATH3AalMU WM 03
WCTIOJIB30BAHMS TAKKX CPEJICTB C TIEPCOHAIBHBIMU JIAHHBIMH, BKITFOYas OO, 3aITiCh, CUCTEMAaTH3AIIHIO,
HaKOIUICHUE, XpaHeHHe, YTouHeHne (0OHOBJIEHHE, I3MEHEHHE), N3BJICUECHHE, UCTIOJIL30BaHNE, TIepeiady
(pacnipocTpaHeHue, TMPEAOCTaBICHUE, JOCTYI), OO0E3MUYMBaHUE, OJOKMPOBAaHUE, YAAJCHUE,
YHUUTO)KEHHUE TIEPCOHATBHBIX JaHHBIX.

OO0menocTynHbIe  MEPCOHAJIbHBIE JaHHbIE —  TEPCOHATBHBIC  JAHHBIC,  JOCTYII
HCOTPAHUYCHHOI'0 Kpyra JIMI K KOTOPBIM HNPCAOCTABJICH C COTJIaCHA CY6T)€KTa NEPCOHAIBHBIX
JaHHBIX MJIM Ha KOTOPBIC B COOTBETCTBUU C q)eﬂepaJ'[BHBIMI/I 3aKOHaAMM HE pacClpoOCTpaHACTCA
TpeboBaHue COOIOIEHNS KOHPUACHITNATHHOCTH.

Oneparop (mepCOHANBHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHUIMITAIBHBIA Opra,
IOpUIMYECKOe WM (PUBMYECKOE JIUII0, CAMOCTOSTENILHO MM COBMECTHO C JIPYTMMU OPraHM3YIOIIEe U
(vn) ocyIecTBIIsTIONIEe 00PaObOTKY MEPCOHATBHBIX TAHHBIX, a TAKKE ONPEIEIISIONINE TIENTH 00pabOTKH
MEPCOHAJIbHBIX JIAHHBIX, COCTaB IEPCOHANBHBIX JIAHHBIX, MOJIeKAUX 00paboTKe, JeHCTBUSA
(omeparmm), coBepIIaeMbIe C IEPCOHATEHBIMH IAHHBIMU.

Texnnueckue cpeacrsa MHGOPMALMOHHON CHCTEMbI NEPCOHAIBHBIX JAHHBIX — CpEICTBA
BBIYUCITUTEFHON TEXHUKH, HH(POPMAITOHHO-BBIYNCITUTELHBIE KOMITIEKCHI H CETH, CPEIICTBA U CHCTEMBI
nepemaun, npremMa u  oopaborku II/[H (cpemctBa W CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOU3BE/ICHUSI, TIEPETOBOPHBIE U TEJEBH3UOHHBIE YCTPOMCTBA, CpEICTBA H3TOTOBIICHMUS,
TUPOKUPOBAHUS JIOKYMEHTOB M JIpyrM€ TEXHHYECKHUE CPEICTBa OOpaOOTKH PEYeBOM, TpadudecKoi,
BU/ICO- W OyKBEHHO-IIM(POBOM HMH(OpPMAIH), TPOrpaMMHBIE CpPECTBA (OMEpAIMOHHBIE CHUCTEMBI,
CHCTEMBI YIIPaBJICHUs] 0azaMy JTAHHBIX M T.IL.), CPEJCTBA 3alIUThI WH(OPMAIMH, TPUMEHSIEMBIC B
MH(OPMAITMOHHBIX CHCTEMAX.

IlepexBar (MHopMaluN) — HETIPAaBOMEPHOE MOJTyYeHHE MHPOPMALIUU C UCIIOJIB30BAHUEM
TEXHUYECKOTO  CPEJICTBA, OCYHIECTBIAIOIIET0  OOHapyXeHue, TMpueM ©u  00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHbIe — 100as HMHPOPMALKA, OTHOCAIIASCS K MPSIMO WM KOCBEHHO
OTIpeIeTICHHOMY WJIH ONpeeisieMoMy (pU3NYecKOMY JIUIY (CYOBbEKTY MEePCOHAIBHBIX JAHHBIX).

IToGounbIE IJTEKTPOMATHUTHDLIC HU3JIYYCHUSA U HABOJAKH — JJICKTPOMAIrHUTHBLIC U3ITYYCHU
TCXHUUYCCKUX CPCIACTB O6pa6OTKI/I 3a1u1/11uaeM0171 I/IH(I)OpMaLII/II/I, BO3HHUKArOIIIUEC Kak 1mo0o4HOE
SABJICHHUC W BBI3BBAHHBIC JJICKTPHYCCKHMMU CUTHAJIaMMU, HeﬁCTBYIOIHHMH B HUX JJICKTPUYCCKUX H
MArdvMTHBIX LCIIAX, a4 TAKIKE 3JICKTPOMAIHUTHBIC HABOJAKHU 3THUX CUIHAJIOB Ha TOKOIIPOBOJIAIIUC
JIMHUHW, KOHCTPYKIHUU U LCIIU ITUTAHUS.

[MomuTHKa  «YMCTOTO  CTOJA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEPOIPHUATHH,
KOHTPOJHUPYIOIIUX OTCYTCTBUE 3alMCHIBaHWs HAa OyMa)KHbIE HOCHUTENH KIIOued U aTpuOyTOB
noctymna (maposeil) u XpaHeHus UX BOIM3U 00BEKTOB JIOCTYIA.

IHonb3oBaTrenb HMHGPOPMAIMOHHOM  CHCTEMBbI IEPCOHAJBHBIX JAHHBIX —  JIMLO,
y4yacTByoIee B (yHKIIMOHUPOBAHUU WH(MOPMALMOHHONW CHCTEMBI MEPCOHAIBHBIX TaHHBIX WIIH
UCTOJb3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuiia pasrpaHM4eHusi 10CTYNAa — COBOKYITHOCTb MPABUJI, PETJIAMEHTHUPYIOIIUX IpaBa
J0cTyna cyOBbeKTOB JIOCTyna K 00beKTaM J0CTYIIA.
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IIporpamMHas 3aKJIafAKa — KOJ IIPOIPaMMBI, IPEIHAMEPEHHO BHECEHHBIM B IIPOrpamMmy ¢
LEJIbI0  OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKMPOBATh, YHUYTOXKUTh WHPOPMALUIO HWIH
YHUYTOXKHTh M MOAM(DULIUPOBATH NpOrpaMMHOE obecneueHrue HH(POPMAMOHHONW CHCTEMbI
NEPCOHATBHBIX JAHHBIX U (WIK) OJIOKUPOBAThH aNMapaTHbIe CPEICTBA.

IIporpamMHoe (mporpaMMHO-MaTeMaTH4YecKoOe) BO3/AeiicTBMEe — HECAaHKIIMOHUPOBAHHOE
BO3/ICHICTBUE HA PECYPCHl aBTOMATH3UPOBAHHON HH(POPMAIIMOHHON CHCTEMBI, OCYILIECTBIIIEMOE C
HCII0JIb30BAaHUEM BPEJOHOCHBIX IIPOTPaMM.

PaCKprTI/Ie NEPCOHAJIBbHBIX MNAHHBIX — YMLIINUJICHHOC WU CJIy‘-IElfIHOG HapymcHue
KOH(i)I/IZICHIlI/IaJII)HOCTI/I NEPCOHAJIbHBIX TaHHBIX.

PacnpocTpaHeHue nepcoHaNbHBIX JAHHBIX — JICHCTBUS, HAIPABICHHBIE HAa PACKPBITHE
IIEPCOHAIBHBIX JTAHHBIX HEONIPEACICHHOMY KPYT'y JIUIL

Pecypc nHpopManMOHHON CHCTEMbI — UMECHOBAHHBIN AJIEMEHT CHUCTEMHOIO, ITPUKJIAIHOTO
WM anmnapaTHoro odecnevyeHus (pyHKIMOHUPOBAHUS HHPOPMALIMOHHON CHCTEMBL.

CneuuajbHble KATErOpuM MNEPCOHAJBHBIX IAHHBIX — T[IEPCOHAIBHBIC  JaHHBIE,
KacarolIMecss pacoBOM, HAIMOHAIBHOM  TPUHAMJIEKHOCTH, TOJUTHYECKUX  B3IJISIOB,
PENUTHO3HBIX WM (GUIOCO(MCKUX YOEKIECHUM, COCTOSIHUSI 30POBbSI M WHTUMHOM JKH3HU
cyOBeKTa MepcoHaIbHbBIX JaHHBIX.

CpencrBa BLIYMC/IMTEIBLHOM TEXHUKH — COBOKYITHOCTD TIPOTPaMMHBIX M TEXHHIECKUX AJIEMEHTOB
cHCTeM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (PYHKITMOHHPOBATH CAMOCTOSTEIIHHO WJIM B COCTaBe JAPYTUX
CHCTEM.

Cy0bexT gocryna (cy0beKT)— JIMIO WIM TpOLecC, ACHCTBUS KOTOPOTO PEriiaMeHTHUPYIOTCS
MpaBUJIaMU Pa3rpaHUYEHUs JOCTYIA.

TexHuueckuii KaHAJ yTe4kH MH(OPMALMM — COBOKYITHOCTh HOCUTENS MH(pOpMAIK (CPeacTBa
00paboTKH), (pr3HUecKor Cpembl PacpoCcTpaHeHusT HPOPMATUBHOTO CHTHAIA W CPEICTB, KOTOPHIMU
JOOBIBAETCSI 3aIuIaeMast HHGopMaIys.

TpancrpannyHasi nepeaaya nepcoHaJbLHBIX JAHHBIX — Mepe/aya MepCOHANBHBIX JaHHBIX
onepatopoMm uepe3 [ocymapcTtBennyto rpanuily Poccuiickoit ®egepaiuu opraHy BJacTH
MHOCTPAaHHOTO TOCyJapcTBa, (U3MUECKOMY WIM IOPUAMYECKOMY JIMIY HHOCTPAaHHOTO
rocyzapcTaa.

Yrpo3bl 0€30MacHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYITHOCTh YCJIOBHH | (PAKTOpOB,
CO3JIAIOIIHMX OTMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CITYYalHOTO, IOCTYIA K ePCOHATbHBIM
JIAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHHYTOKCHHE, N3MEHEHHUE, OJIOKUPOBaHUE, KOTIMPOBAHHE,
pactpoCcTpaHeHNE TIEPCOHATBHBIX JIAHHBIX, a TAKXKE WHBIX HECAHKIMOHUPOBAHHBIX ICHCTBHUI TIPU WX
00paboTKe B MH(POPMAITIOHHON CHCTEME IePCOHAIBHBIX JITAHHBIX.

YHuuTOKEHUE NEPCOHATBHBIX JAHHBIX — Z[eﬁCTBHH, B PE3YJIbTAaTC KOTOPbLIX HEBO3MOXKXHO
BOCCTAHOBHUTb COJCPKAHUC IICPCOHAIIBHBIX OdHHBIX B PIH(I)OpM&I.[HOHHOfI CUCTEME TICPCOHAIbHBIX
JaHHBIX WK B PE3YJIbTATC KOTOPBIX YHUYTOXAKOTCA MATCPUAIBHBIC HOCHUTCIN IICPCOHAJIBHBIX
JaHHBbIX.

YrTeuka (Gaummaemoil) uHpOPMAIMM 10 TEXHHYECKHUM KAHAJAM — HEKOHTPOJIMPYEMOE
pacrpocTpaneHre HHPOPMAIIUKA OT HOCHUTEIS 3alUIaeMOi HH(pOpMaIN Yepe3 (PU3NUECKYIO CpeTy 10
TEXHMYECKOTO CPEJICTBA, OCYIIECTBIISIOLIETO MEPeXBaT HHPOPMAITUH.

Vs3BUMOCTB — C1a00CTh B CPCACTBAX 3alllUThl, KOTOPYHO MOXXHO HCIIOJIb30BATH IS HAPYIICHUS
CHUCTCMbI NI conepxcameﬁca B Hel I/H-I(I)OpMaI_[I/II/I.

LenoctHocTh  MH(OPMALUK —  CIIOCOOHOCTH  CPEICTBA  BBIUMUCIUTENBHOM TEXHUKM WM
ABTOMATH3HUPOBAHHOM CHCTEMBI OOECIeuMBaTh HEM3MEHHOCTh MH(OPMAIMU B YCIOBUSX CITy4aitHOTO
W/WITH TIpeTHAMEPEHHOT0 NCKaXKEeHUsI (paspyIeHus).
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OBO3HAYEHUSA U COKPAILIEHUA

ABC — QHTUBHUPYCHBIE CPEACTBA

APM — aBTOMATH3UPOBAHHOE pabodee MecTo

BTCC — BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCIn — nH(OPMALIMOHHASI CUCTEMA TIEPCOHATBHBIX JAHHBIX
K3 — KOHTpOJIMpyeMasi 30Ha

JIBC — JIOKQJIbHAsI BBIYMCITUTEIbHAS CETh

\Y6) — MEKCETEBOM 3KpaH

HCJ, — HECAHKIIMOHUPOBAHHBIN JIOCTYII

OC — ONEpaIMOHHAs CUCTEMA

JUDI;i — TIEPCOHAIILHBIE JJAHHBIE

IIMB — IMPOrPaMMHO-MaTeMaTu4IecKOe BO3ICHCTBHE

11O — TIporpaMMHOe o0ecrieueHne

I[IOMHNH — MOOOYHBIE NIEKTPOMArHATHBIE W3ITyUeHHUS U HABOIKH
CA3 — CHCTEMa aHaJIM3a 3allUIeHHOCTH

C31 — CpeJcTBa 3alIuThl HHPOPMAIUH

C3I1n — cucreMa (TI0JICUCTEeMa) 3aIUThl IEPCOHATBHBIX JaHHBIX
COB — cucTeMa 0OHApY)KECHHs BTOP)KCHUM

TKYAN — TEXHUYECKUE KaHAJIBI YTEUKH HH(OpMAIN

VYBIT/IH — yrpo3bl 0e30MaCHOCTH MEPCOHATBHBIX JaHHBIX
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BBEJEHHUE

Hacrosimas [onutuka napopmanmonnoit 6ezonacuoctu (manee Ilomutuka) MBY 1O JIHOL]
«PoBecHUK» (anee — YUpekIeHUe) IBISICTCS OPUIHATBLHBIM JOKYMEHTOM.

[Tonmutuka pazpaboTaHa B COOTBETCTBHH ¢ TpeOoBaHUsIMU DeepalibHOTO 3aKOHA OT 27 UIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX AaHHBIX» U TocTaHOBIeHUs [IpaButenscTBa Poccuiickoi
@eneparuun ot lHosIOpst 2012 1. Ne 1119 «OO0 yrBepkaeHun TpeOOBaHWI K 3amuTe
NEPCOHANBHBIX JAaHHBIX IpU HX 00paboTKe B MH(POPMALMOHHBIX CHUCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBaHUMU:

- «PexoMenaanumii Mo o0ecreueHno 0e30MaCHOCTH MePCOHANIBHBIX JaHHBIX MPU UX 00paboTKe B
WHPOPMALIMOHHBIX ~ CUCTEMaxX IEPCOHANBHBIX JAHHBIX», YTBEPKACHHBIX 3aMeCTHTEIEeM
mupekropa @CTIK Poceun ot 15.02.2008 r.,

- «TunoBbIX TpeOOBaHMI MO OPraHU3aLUK M 00eCTedeHHIO (PYHKIIMOHUPOBAHHS MH(PPOBATHHBIX
(xpunTorpaduueckux) CpeiCTB, MpeIHa3HAYCHHBIX IS 3alUThl HHPOPMAIH, HE cojiepKalien
CBEIIEHMH, COCTaBJIAIOUIMX TIOCYJapCTBEHHYIO TaiiHy B cilydae U3 MCIOJIb30BAaHUA IS
obecriedeHnst 0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX NPU WX 00paboTke B MH(OPMAIIMOHHBIX
CHCTeMax NEepPCOHAJBHBIX HAaHHBIX», YTBEpKIEHHBIX pykoBojacTBoM 8 lLlentpa ®CBb Poccun
21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke onpexneneHsl TpeboBanust k nepconany MCII/IH, creneHb OTBETCTBEHHOCTHU
MepcoHana, CTPyKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOOecreueHue Oe30MaCHOCTH IEePCOHATbHBIX
nanHbIX B UCIIH Yupexaenus.

Monntuka nHbopmaumoHHon besonacHocTH. CtpaHnua 10 13 33



1 O6uwme nosoxenns
Lenpio Hacrosueit [ToauTuku sBisgeTcs: ooecneucHre 0€301acHOCTA 00BEKTOB 3aIHUThI

VYupexxaeHuss OT BCeX BHAOB Yrpo3, BHEHIHUX M BHYTPEHHUX, YMBIIUICHHBIX U
HeTpeHaMEepEeHHBIX, MUHIMHU3aLUs yiepOa OT BO3MOXKHOM peanu3anuu yrpo3 0e30macHOCTH
[TAu (YBILn).

be3onacHOCTh NEPpCOHAIBHBIX JaHHBIX JOCTUTaCTCA IIyTeM HUCKIIIOYCHUA
HCCAHKIIMOHUPOBAHHOI'0, B TOM YHUCIIC CJIy‘-IElfIHOFO, J0CTylla K HNCPCOHAJIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOTO MOKET CTaTh YHHUYTOXKCHUC, USMCHCHUC, 6JIOKI/IpOBaHI/Ie, KOIMUpOBAaHUC,
PacrnpoCTpaHCHUEC ICPCOHAIIBHBIX JAHHBIX, & TAKKC MHBIX HCCAHKIIMOHWPOBAHHBIX I[€I>'ICTBI/II>'I.

Wudopmanust U cBA3aHHBIE C HEW Pecypchl JOJDKHBI OBITH JOCTYITHBI JJISi aBTOPH30BAHHBIX
nojb30BaTenel. JIOJPKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApY)KEHHE M pearupoBaHUE Ha
YBII/H.

HOJ'DKHO OCYIICCTBIIATHCA NPCAOTBPAIICHUEC MPECAHAMCPCHHBIX HWIJIN cnyqaﬁme, HJaCTUYHBIX
HJINM TTOJIHBIX HCCAHKIIMOHUPOBAHHBIX MOI[I/I(bI/IKaIII/II\/JI HJIM YHUYTOXCHUA ICPCOHAIIBHBIX JaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpeacTaBiieH B [lepedyne nepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxenun 06 00pabOTKe NEPCOHAIBHBIX JAHHBIX.

Cocras UCIIdH, mojyiexamux 3aliuTe, MPEACTaBIeH B AKTe O0O0CIEIOBaHUS TEKYIIETO
COCTOSTHUA TCXHH‘ICCKOﬁ 3alIUThI HepCOHaJ'II)HI)IX JAHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanus Hactosmed [lonuTuky pacpoCTpaHAIOTCS Ha BCEX COTPYIHUKOB YUpPEKICHUS
(IITaTHBIX, BPEMEHHBIX, PaOOTAIOMIMX MO KOHTPAKTy M T.N.), @ TAKXKE BCEX MPOYMX JIUI]
(moApSATUUKY, ayTATOPHI U T.I1.).
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3 Cucrema 3ammTsbi MEPCOHAJBbHBIX JAHHBIX
Cucrema 3anuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpoUTCS Ha OCHOBAHUU:
- AxTa o0ciieZ[oBaHUS TEKYIIEro COCTOSIHUS TEXHUYECKOH 3aIUThI IEPCOHATBHBIX JaHHBIX;
- [lepeuns mepcoHaNbHBIX JaHHBIX, TOAJIEKAIIUX 3ALINUTE;
- AxTOB Kiaccu(puKauy HHOOPMAIIMOHHBIX CUCTEM IEPCOHATBHBIX JaHHBIX;
- HacTHBIX MoJiefiel akTyalIbHbBIX yTpo3 U BeposTHoro Hapymutens MCIIAH;
- [Tonoxxenus o pasrpaHUYEHUH MPaB IOCTYIA K IEPCOHATBHBIM JaHHBIM;
- PykoBomsanmx nokymentoB ®CTOK u ®Cbh Poccun.

Hus  ob6ecriedenmst  3ammtel  MCII[IH HeoOxoauMo COONIOIEHUE  OpraHU3aI[MOHHO-
TEXHUYECKUX Mep. AJIMHHHUCTpaIei obecreynBaeTcs 0e30MacHOCTh MEPCOHATBHBIX TaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YpPOBHEM 3alllMIIEHHOCTH, KOTOpas omnucaHa B TeXHHYEeCKOM
3aJlaHuM Ha co3faHue cuctemsl 3amuThl A1 UCII/IH. B Yupexxaenun onpeneneHsl akTyalbHble
yrpo3bel Oe3omnacHoctd [1/lH, koTOophie ommcanbl B YacTHOM MOJENM aKTyalbHBIX YIpo3 U
BeposiTHoro Hapymutens UCITJIH.

HOI[ AKTyaJIbHBIMU  YTpO3aMU 0€e30I1aCHOCTH NEPCOHAIIBHBIX  AAaHHBIX ITOHHMACTCA
COBOKYITHOCTb ~ YCJIOBUH  HW  (PaKTOpOB, CO3MAIOIINX  aKTyalbHYI0  OIACHOCTb
HCCaAaHKIIMOHUPOBAHHOI'0, B TOM YHUCJIC CHy‘I&ﬁHOFO, A0CTyIHa K NEPCOHAJIbHBIM JaHHBIM IIpHU HUX
00paboTke B MH(DOPMAITMOHHOW CHCTEME, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXEHUE,
W3MCHEHHE, OJIOKMpOBaHKE, KOTIMPOBAHUE, MPEIOCTaBICHHUE, PACIIPOCTPAHCHUE MTEPCOHATBHBIX
JaHHBIX, a TAK)KEC MHBIC HEITPABOMCPHBIC ﬂeﬁCTBHﬂ.

VYrpo3sl 1-ro TMMA akTyanbHbI 1715 UHPOPMAIIMOHHON CHCTEMBI, €CIIH JUIsl HEe B TOM 4YHCIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIACKIApHUPOBAHHBIX)
BO3MOXHOCTEH B CUCTEMHOM IPOrPaMMHOM 00€CTeYeHHH, UCIOJIb3YeMOM B MH(OPMALIMOHHON
CUCTEME.

Yrpo3sl 2-T0 TUMA aKTyalbHBI A5 UHPOPMAIIMOHHON CHCTEMBI, €CIIH JUIsl HEe B TOM YHUCIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  MPOTPAMMHOM  OOECIIEYEHHH,  HCIOJIB3YeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-ro TUNa aKTyallbHbI JUIsI UH(QOPMAIIMOHHOW CUCTEMBbI, €CIH JUISl Hee aKTyaJIbHbI
yrpo3bl, HE CBSI3aHHBIE C HAJIWYHEM HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXHOCTEHl B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEHHUH, HCIOIb3yeMOM B
MH(OPMALIMOHHON CUCTEME.

Ha ocHOBaHuHM 3TUX JOKYMEHTOB ONpeAesseTcs HEOOXOIUMBbIH YpPOBEHb 3alllUIIEHHOCTH
[In xaxnoit UCII[An Yupexnenus. Ha ocHOBaHMM aHanM3a akTyallbHBIX yrpo3 0e30MacHOCTH
I1T1, onncanHOro B YacTHOM MOJENN aKTyaJIbHBIX Yrpo3 U BepostHoro Hapymutens UCIIIH u
Otuera O pe3ynbTaTax MPOBEICHHUS BHYTPEHHEW IIPOBEPKE, JENAETCA 3aKIIYEHUE O
HE00X0AMMOCTHU MCIIOJIB30BaHUsI TEXHUUECKUX CPEJCTB U OpPraHU3allMOHHBIX MEPOIPUITUH JUIs
obecnieuenus OezomnacHocTd I1J[H. BbiOpaHHBIE HEOOXOIUMBIE MEpPONPHUATHS OTPAKAIOTCS B
IInane MeponpUATHIA 110 3aLUTE NEPCOHAIBHBIX JaHHBIX.

s xaxaoit UCIIJIH nomkeH ObITh COCTAaBIEH CIUCOK UCMOB3YEMbIX TEXHHUECKUX CPEJICTB
3allUThI, @ TaK K€ MPOrpaMMHOro obecredeHus, ydacTBymomiero B oopadotke I1/[H, Ha Bcex
anementax UCII/H:

- APM monp30BaTerei;
- CepBepa NpHIIOKEHUH;

-CVYB/I;
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- I'pannna JIBC;

- KananoB nepenauu B ceTd o0IIero noab30BaHus U (WIKM) MEXIyHApPOIHOro oOMEHa, ecid 1o
HuUM nepenarores [1J[H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCII[AH n axtyansHbix yrpos, C3I1[dn moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPEICTBA:

- AHTUBUPYCHBIC CPCACTBA IJId pa6qux CTaHIIUM I0JIb30BaTEICH U CCPBCPOB,;
- CpCACTBa MEKCETCBOI'O SKpaHUPOBAHUS,

- cpencTBa KpumrTorpadHuecKoil 3ammThl MHOOpMANWK, TPH Tepenade 3aluiaeMol HWH- -
(hopmaruu 1o KaHajaM CBSI3H.

Tak ke B CIIUCOK JOJDKHBI OBITh BKIIFOUEHBI (DYHKIIUH 3AIIUTHI, 00ECIIEYMBAEMbIE I TATHBIMH
cpeactBamu  06pabotku IIJIn onepaunonusiMu cuctemamu (OC), npukiaagasiM [1O u
CHEIHaATbHBIMM KOMIUJIEKCAMH, PEaU3YIOIMMH cpescTBa 3aiuThl. CIMCOK (DYHKIMM 3alllUThI
MO>KET BKJIIOYATh:

YIIpaBICHHUE U pa3sTPaHUYECHUE NOCTYIIA IT0JIb30BaTENEH;
pETHCTPAIINIO M YUeT AeHCTBHI ¢ HH(OopMaIei;

- obecreYnBaTh IEIOCTHOCTh JIAHHBIX;

- IPOM3BOANTH OOHAPYKEHUI BTOPYKEHUH.

Cnucok HCHoNb3yeMbIX TEXHUYECKHUX CPEACTB OTpaxaercss B I[limaHe meponpustuil 1o
3alUTE MEePCOHAIBHBIX JAaHHBIX. CIHMCOK MCHOJIB3YEMBIX CPEICTB JOJDKEH INOJIJIEPKHBATHCSA B
aKTyaJlbHOM COCTOSHMM. IIpy HW3MeHEHMM cocTaBa TEXHMYECKMX CpEJCTB 3allUThl WA
anemenToB UCIIJIH, cOOTBETCTByIOMNE H3MEHEHMs JOJDKHBI ObITh BHeCeHbI B CHHCOK U
YTBEPKJICHBI JUPEKTOPOM YUPEXKJICHUs WM JIMIIOM, OTBETCTBEHHBIM 33 00€CICUEHHUE 3allUThI
IT1n.
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4 TpedoBanus k noacucremam C3I1n

C3I1/Ix BKIIFOYAET B CeOSI CIEAYIONINE ITOJCHCTEMBI:

- YIIpaBJICHUA JOCTYIIOM, PETUCTPAIUU U YUCTa,

- obecrieueHus HEIIOCTHOCTH U JOCTYITHOCTH;

- aHTI/IBI/IpyCHOI\/'I 3allUThI;

- MEKCETEBOI0 DKPAaHUPOBAHMS,

- aHaJIn3a 3allIUIICHHOCTH,

- oOHapy»XeHUsI BTOPKEHUH;

- KpUnTorpagpuyecKkon 3aluThl.

[Moacucrempr C3I1/IH umeroT pasnuuHblii (yHKIMOHAN B 3aBucuMocTH OT Kiacca WCII/H,
onpeieieHHOro B AKTe KiacCUpUKaluud MHPOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX.
Crucok cootBerctBust pyHkumii moacuctem C3IIIH kmaccy 3amIuIeHHOCTH TMPEICTaBIEH B
[Tpunoxxennn Ne 1.

41 HO}JCHCTCMBI YupaBJi€HUsI JOCTYIIOM, PETUCTPAllUA U YUY€Ta

[loacucrema ynpaBieHUs TOCTYIIOM, PETHCTPAllMM U yueTa MpeJHa3HaueHa Uil peaqu3alnun
cenyonux QyHKIuI:

- HIeHTU(PUKAINY U TIPOBEPKA MOUIMHHOCTH CyOBbeKkToB Aoctyna npu Bxoxae B UCIIx;

- I/IZIeHTI/I(i)I/IKaHI/II/I TEPMHUHAJIOB, Y3JIOB CCTHU, KaHAJIOB CBA3W, BHCHIHHUX yCTpOﬁCTB 110
JIOTUYCCKHUM UMCHAaM,

- WACHTU(DHUKAITIHN TIPOTPaMM, TOMOB, KaTajoroB, ¢aiiios, 3amucei, moJiei 3amiceii o nMeHaM;

- perucTpamnuy BXoaa (BbIX0/aa) CyOBEKTOB JOCTYIIA B CHCTEMY (M3 CHCTEMBI), THOO PEruCTpaIius
3arpy3Kd ¥ UHHITUATU3AIMN ONIEPAIIMOHHOW CUCTEMBI U €€ OCTaHOBA.

- PErucTpanyy TONBITOK JIOCTYNa IPOTPAMMHBIX CpPEACTB (IIpOrpaMM, MPOIECCOB, 3ajad,
3aJaHAN ) K 3aIlUIaeMbIM (aifiam;

- perucrpamuy TOIBITOK JOCTYIIa TPOTPAMMHBIX CPEACTB K TEepMUHANIaM, KaHalaM CBS3H, -
porpaMmam, ToMam, KatajoraM, ¢aiaam, 3amucsaM, TOIIM 3aITiCei.

[loxcucrema ynpaBieHHS TOCTYIIOM MOXET OBITh peaJiM30BaHa C IMOMOINBIO IITATHBIX
cpenctB 00padotku [1JIH (onepamuonnbix cucteM, npuinoxenuid 1 CYBJI). Tak ke MoxkeT ObITh
BHEAPEHO CIHEIHAIbHOE TEXHUYECKOE CPEICTBO WM HUX KOMIUIEKC, OCYIICCTBIISIFOIINE
JOTIOJTHUTEIIbHBIE MEPBI M0 ayTEHTH(HKAIUKA W KOHTPOJr. Hampumep, mpuMeHEHHE €IMHBIX
XpaHWJIMIL ~ yYEeTHBIX  3alUCedl  IMOJIb30BaTeNie W PErMCTPAllMOHHOM  WHpOpMaIwmH,
UCIIOJIb30BAHUE OMOMETPHUECKUX U TEXHHUYECKUX (C TIOMOIIBIO AJICKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(UKAIIUHN U JIPYTUX.

4.2 Moncucrema obecreueHust HeJOCTHOCTH U JAOCTYNMHOCTH

IToncucrema obecrieueHHsl LETOCTHOCTH U JIOCTYITHOCTH IMpeaHa3HaueHa A oOecreueHus
nenoctHoctn u - gocrynHoctd II/[H, mporpammueix u  anmapaTHelx cpeacts  MCII/Ix
VYupexxaeHus, a Tak )ke CPeJCTB 3aLUThI, IPU CIIy4ailHON MJIM HAMEPEHHON MOU(PUKAIIH.

Iloacucrema peaInN3yCTCA C MNOMOIBKO  OpraHu3anuu  pE3CPBHOTO KOIMUPOBAHUA
O6pa6aTI>IBaCMI>IX JaHHBIX, a TaK K€ PE3CPBUPOBAHUCM KIIFOYCBBIX 3JICMCHTOB I/ICHI[H
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4.3 Moxcucrema aHTHBUPYCHOI 32U THI

[ToncucremMa aHTUBUPYCHOM 3alUTHl IpenHa3HaueHa sl OOeCleYeHUs: aHTUBUPYCHOMH
3amuThl cepBepoB 1 APM nonws3osareneit UCIIn Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI TIPEIHA3HAYCHBI JJIs1 PeaTU3alluy CICTYIOMUX ()YyHKINI:
- Pe3UCHTHBI AaHTUBUPYCHBIH MOHUTOPHHT;
- aHTHBHPYCHOE CKAaHUPOBAHUE;
- CKpHNT-0JIOKHMPOBAHUE;

- ICHTPAJIM30BaHHYIO/YIAJICHHYI0 YCTAHOBKY/JICHHCTAJUIAIUIO AHTUBUPYCHOTO MPOIYKTa,
HACTPOHKY, a/IMUHACTPUPOBAHKE, IPOCMOTP OTYETOB M CTaTHCTHYECKOH nH(opmanuu no padore
MIPOAYKTA;

- aBTOMaTH3UPOBAaHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OTpaHHUYCHHE MPaB MOJIH30BATENS Ha OCTAHOBKY MCIIONHSIEMBIX 3a7a9 U U3MEHEHUS - HACTPOCK
AHTUBHUPYCHOTO IIPOrPaMMHOT0 00eCIIeUeHUS;

- aBTOMATUYECKHH 3aITyCK Cpa3y MOCIIe 3arpy3KH OIEePallMOHHONW CHCTEMBI.

[Toncucrema peanmsyercs IMyTeM BHEAPEHUS CIENHAIBHOIO aHTHUBUPYCHOTO IIPOrPaMMHOTO
obecrieuenus Ha Bce dneMenTs UCIT/IH.

44 HOZ[C]/[CTeMa MEKCETEBOI0 JKPAaHUPOBaAHUSA

IToxcucreMa MEXCETEBOTO JKPAHMPOBAHUS IIPEIHA3HAYEHA U PEAIM3ALMU CIEAYIOINX
GyHKIUMI:

- ¢wibTpallud OTKPBITOro ¥ 3ammdpoBaHHOro (3akpbitoro) IP-tpaduka mo criemyronmm
napamerpam;

- (uKcanuu BO BHYTPEHHHX KypHaIaxX WH(OpMAIMU 0 TMPOXOSIIEM OTKPBITOM H 3aKphITOM IP-
Tpaduke;

- WICHTU(QUKAIMA W ayTeHTU(UKAIMIO aJMUHUCTPATOpa MEKCETEBOTO JKpaHa MpH €ro -
JIOKAIBHBIX 3aIIpocax Ha JIOCTYII,

- perucrpanum Bxofa (BbIXo[a) aAIMHHHUCTPATOpPa MEXKCETEBOTO SKpaHa B CHCTEMY (W3 CHCTEMBI)
00 3arpy3KH U MHUIUAITU3AINNA CUCTEMBI U €€ IPOrPaMMHOT0 OCTAHOBA;

- KOHTPOJIS IIEJTOCTHOCTH CBOEH MPOrpaMMHON B WH(POPMAITMOHHOMN YacTH;

- (UIBTPAIINM TTAaKeTOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIUX JUIS THATHOCTHKU M YIPaBIICHUS
paboTOol CeTEeBhIX YCTPOMCTB;

- (pUIBTpALK C YIETOM BXOIHOI'O U BBIXOAHOI'O CETEBOr0 MHTEepdeiica KaKk CpeacTBO NPOBEPKU
MOJUIMHHOCTHU CETEBBIX AJPECOB;

- perucTpaLuy U ydeTa 3alpaiBacMblX CEpBUCOB MIPUKIIAIHOTO YPOBHSI;

- 6J'IOKI/Ip0BaHI/I$I A0CTyIa HeI/I,ZleHTI/I(i)I/ILII/IPOBaHHOFO 00BEeKTa WU Cy@beKTa, OJJIMHHOCTD
KOTOpOro mnpu aYTeHTI/I(bPIKaLII/II/I HE nmoATBEpAnIaChb, MCTOAAMU, YCTOI‘/JI‘II/IBBIMI/I K IICpCXBaTy,

- KOHTPOJIA 3a CETEBOH aKTHBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ n 06Hapy>KeHI/I$I CCTCBLBIX aTakK.

IToacucrema peanusyercs BHEAPEHUEM NIPOTPaMMHO-aNNapaTHBIX KOMIUIEKCOB MEXCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, kimaccoM He Hke 4.
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45 IToacucrema aHaaIM3a 3aIUIIEHHOCTH

[Moncucrema aHanm3a 3alUIIEHHOCTH, JOJDKHA OOECIeUMBATH BBISBJICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamMu B koH(urypanuu [10 UCII[H, koTopsie MOTYT OBITH MCIOJIH30BaHbI
HapyIIMTEIEM JJIsl pean3aluy aTaku Ha CUCTEMY.

@yHKIMOHAN MOACUCTEMBl MOXET OBITh PEATM30BAaH IPOrPAMMHBIMM U IIPOIPAMMHO-
anmapaTHbIMU CPEIACTBAMH.

4.6 Monacucrema oGHApY KeHUS BTOP:KeHMi

[Toncucrema oOHapy eHHST BTOP)KEHHH, JOJDKHA 00ECIIEUNBAThH BBISIBICHUE CETEBBIX aTakK Ha
aneMenThl UCII/IH, nmoakitoueHHbIE K CeTM OOIIEro MOJb30BaHUS U (WMJIM) MEXKIYHAPOIHOTO
oOMeHa.

CDYHKIII/IOHEUI IIOACHUCTEMBI MOXKCT OBITH p€ajiM30BaH NpOorpaMMHBIMH KW MPOTrpaMMHO-
arrapaTHbIMH CPEACTBAMU.

4.7 Moncuerema KpunTOrpaguuecKoii 3aMHUTHI

[Toncucrema xpuntorpaduyeckod 3amuThl TpenHasHaueHa st uckmodeHus HCI
samumaemoi nHpopmarmu B UCIIn Yupexaenus, pu ee nepeaadu Mo KaHajgaM CBsSI3U CETei
00111eT0 MOJIK30BaHUs U (MJTH) MEXKTyHapOHOTO OOMEHa.

[loacucrema peanusyercss BHEAPEHUEM KpPUNTOrpaUyecKux MNpOrpaMMHO-aNMapaTHbIX
KOMIIJIEKCOB.
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5 Ioab3oBarenn UCHan

B UCIIAH VYwupexaeHuss MOXHO BBIACIUTh CIEAYIOLME TPYNIbl I0JIb30BATENEH,
y4acTBYIOIIKX B 00paboTke u xpanenuu [1/[x:

- Anmunuctpatopa UCT1/H;

- Anmunmctpatopa 6e3onacHocty UCI/IH;

- Onepatopa APM;

- AIMHUHHCTpaTOpa CeTH;

- TexHMYECcKOro crenuanicTa mo o0CIy;KUBaHHUIO MEpUPEPHITHOTO 000PYAOBaHIS,
- [Iporpammuct-pazpadorunk UCIIIH.

JlaHHBIE O TPYIMIax MOJH30BATENSAX, YPOBHE MX JOCTyNa W WHPOPMHUPOBAHHOCTU JOJDKEH
ObITh OTpakeH B [1oyi0’keHNN 0 pa3rpaHUYeHHH MIPaB IOCTyMa K NePCOHAIBHBIM JJAHHBIM.

5.1 Anvunucrparop UCHIn

Anvmunuctpatop MCII/[IH, coTpyaHuk VYupexIeHus, OTBETCTBEHHBIM 3a HaCTpOMUKY,
BHenpeHue u compoBoxaeHue MCII/IH, oGecrneunBaeT (GYHKIMOHHUPOBAHHWE IIOJICUCTEMBI
ynpasneHuss jgoctynom HWCIIJIH ¥ yHOJTHOMOYEH OCYIIECTBISATh MPEIOCTaBICHUE U
pasrpaHuyeHue JoCTyna KoHeYHoro nojs3oBatens (Oneparopa APM) k anemMeHTaM, XpaHSIUM
MIEPCOHAJIbHBIE JJAHHBIE.

Anmmvunuctpatop UCIIIH o6namaer cneayrommnuM ypoBHEM JIOCTYIA U 3HAHHI:

- obmajgaer moiHOW WHGpOpPMAaNKEH O CHUCTEMHOM M TPUKIATHOM MPOrPAaMMHOM OOeCTIedeHUH
NCII#n;

- 00J1a1aeT MONMHOM MH(OPMaIKEil 0 TEXHUUECKUX cpenctBax u koHburypaiuu UCITIH;
HAMEET JOCTYI KO BCEM TEXHUYICCKUM cpencTBaM oopadorku mHbopManuu 1 naanabeM UCIT/H;

- oOmajmaer mpaBaMH KOH(QUTYPHPOBaHUS W aJMUHHCTPATHBHOM HACTPOUKH TEXHUYESCKUX
cpencts UCIT/IH.

5.2 Aagmunucrparop 6e3omacnoctu MCIIIn

Anmmunuctpatop OezomacHoctd MCII[H, coTpymHuUK Y4UpekIeHWs, OTBETCTBEHHBIM 3a
¢byakuuonupoBanue C3I1/IH, Brmro4yas o0OCIy)XKMBaHHE W HACTPOWKY aJIMHUHHUCTPATUBHOM,
CEpBEPHOI U KIIMEHTCKOW KOMITOHEHT.

Anmunuctpatop 6e3omnacHoctu UCII/IH oOnagaer cneayomuM ypoBHEM JIOCTYIA U 3HAHUIA:
- obnamaer mpaBamu Anmunuctpatopa MCI/IH;
- obnamaer momHOM nHOpManmeit 06 UCIT/IH;

- UMEET JOCTYI K CPENCTBaM 3alUThl HH()OPMAITMHN W MPOTOKOIMPOBAHUS U K YACTH KITFOUEBBIX
anemenToB UCII/H;

- HC UMCCT IpaB AOCTYyIla K KOH(bHprHpOBaHPIIO TEXHUYCCKUX CPCACTB CCTHU 3a UCKIHOYCHUCM
KOHTPOJIbBHBIX (I/IHCHGKI_II/IOHHLIX).

Anmunuctpatop 6e3onacHocty MCIT/IH ynonHomMoueH:

- peanu30BbIBaTh MOJUTUKY Oe3omacHOCTH B yacTH HacTtpoiiku CK3U, MexcereBbIX KpaHOB U
cHCcTeM OOHapy)XeHHs aTaK, B COOTBETCTBHHM C KOTOPBIMH mojib3oBaTenb (Omepatop APM)
MoJTy4aeT BO3MOXHOCTh paboTats ¢ anementamu MCIIH;

- OCYIICCTBJIATh ayAUT CPCACTB 3allIUThI;
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- YCTaHaBJIMBATh JIOBEPUTENBbHBIE OTHOIIEHUS CBOEHW 3aIUIIEHHONW CETH C CETAMH JpPYTUX
Opranuszanuii.

5.3 Oneparop APM

Omneparop APM, cotpyaHuk YupexaeHus, ocymiecTisirommii oopadbotky [1/1n. O6pabdoTka
[I1n BxIrO4aeT: BO3MOKHOCTh mpocMoTpa II/In, pyunoit BBOoa II/ln B cucremy HCII/IH,
(dbopmMupoBaHHE CIIPaBOK W OTYETOB N0 MH(popmanuu, nomydennoit nz UCIIn. Oneparop nHe
MMeeT MOJTHOMOYUH Ui yIpaBlIeHHs MoAcucTeMaMu 00paboTku nanubix U C3I1/H.

Omneparop UCII/IH ob6namaeT cieayonuM ypoBHEM IOCTYIIA U 3HAHUN:

- obmagaeT BCeMH HEOOXOOMMBIMH aTpuOyTamu (Hampumep, Mapoiem), O00ecTeYHBAIOIMMHU
JIOCTYII K HEKOTOpOMY NoAMHO)kecTBY [1]1H;

- pacnosaraetr KOH(GUACHIIUATbHBIMH JAHHBIMH, K KOTOPBIM UMEET JOCTYII.

5.4 Anvuuucrparop cetn

AJIMUHUCTpPATOp CETH, COTPYAHUK YUpEKICHHsS, OTBETCTBEHHBIM 3a (YHKIMOHUPOBAHUE
TenekoMmMyHuKanoHHoi noacucreMbl UCII/IH. AnMuHuCTpaTop ceTH HE MMEET MOJIHOMOYUI
JUI yIpaBJeHUs NOJCUCTEMaMH 00pabOTKH JaHHbBIX U OE30MaCHOCTH.

AMUHHUCTpATOp ceTH 00Ja1aeT CIEAYIONIMM YPOBHEM JI0CTYIA M 3HAHUI:

- obyajaer 4acTelo MH(OpMAIMKM O CUCTEMHOM W TIPUKIAJHOM MPOrpaMMHOM OOecriedeHUH
UCT x;

- obajjaer yacTbio HHGOPMAIUH O TEXHUYECKHX cpencTBax U koHdurypamun UCIIH;

uMeeT (PU3MYECKHI JTOCTYN K TEXHHYECKHM CPEIACTBaM 00pabOTKHM MH(OPMAILMH M CPEACTBAM
3alUTHI;

- 3HACT, 110 MCHBIIIEH MEpPE, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5 Texnuueckuii cnenUAINCT MO 06CTY;KHBAHHIO TepHdePHITHOro 060pyI0BaAHMS

TexHu4ecKnil CHeIUaNuCT MO OOCTYKHWBAHHUIO, COTPYIAHHUK YUPEXKIACHHUS, OCYIIECTBISICT
oOcnyxuBaHue U HacTpoiiky mnepudepuitHoro ob6opynoBanus WMCII/In. Texuuueckumii
CHEIHAUCT TO OOCHyXMBaHWI0O HEe uMeeT goctymna K I[IJ[H, He uMeeT NOTHOMOYMHA IS
yIpaBiIeHUs NOJCUCTEMaMH 00pabOTKH JaHHBIX U O€30TIaCHOCTH.

TexHHYeCKHil CHeUaINCT MO OOCTY)KHMBaHHUIO 00JaaeT CIASAYIOIIMM YPOBHEM JOCTyNa H
3HaHUU:

- oOmamaer 4JacThio MHGPOPMAIUHW O CHCTEMHOM W TPUKIATHOM IPOTPaMMHOM OOECIICUCHIH
UCTITH;

- obnagaeT 9acThio MHGOPMAIINH O TEXHUYECKHX cpeacTBax U koHpurypammu UCIH;

3HAcCT, 110 MCHBIIIECH MEPE, OOHO JIEraJIbHOC UM JOCTYIIA.

5.6 Mporpammucr-paspadorunx UCI/In

[IporpamMmucThI-pa3paOOTuiKy  (MOCTABIIMKK)  IPUKIAJHOIO MPOrPaMMHOIO  O0ecHeyeHus,
o0ecriednBaloIre ero COPOBOXKAECHUE Ha 3aIIuIIaeMoM oobekTe. K TaHHOi rpyIine MOryT OTHOCHTBCS
KaK COTPYIHUKHU Y UPEKACHUS, TAK U COTPYAHUKH CTOPOHHHUX OpraHU3aIHH.

dusnyeckoe U0 3TOM KaTeropuu:
- oOmagaer nadopmanueit 06 anropurmax u nporpamMmmax oopadorku undopmanuu Ha UCIH;

- o0iamaer BO3MOXKHOCTSIMH BHECEHHUs OIMMOOK, HEASKIAPUPOBAaHHBIX BO3MOXKXHOCTEH,
MPOrpaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX IMporpaMM B mporpammuoe oOecrneuenne WCII[An Ha
CTaJIuu ee Pa3pabOTKU, BHEIPEHUS U CONTPOBOXK/ICHHUS,
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- MOXET pacrmojiaratb JioObiMH (parmeHTamu uHPOpManuu o Tomomorun WCIJlH u
TEXHUYECKUX CpeICcTBax 00pabotku u 3anwmthl [1/1H, oOpadaTeiBaembix B UCII/IH.

Monntuka nHbopmaumoHHon besonacHocTH. CtpaHnua 20 13 33



6 TpeGoBanus k nepcoHasy no odecrnedeHno 3amuThl [

Bce corpynnuku Yupexnenus, sBistomuecs mnoJib3oBatesnsiMu MCIIH, 10omKHBI 4yeTKo
3HaTh M CTPOTO BBINIOJIHATH YCTAHOBJICHHBIC NPaBHJIa W OOS3aHHOCTH TO JIOCTYIYy K
3alIUIIAEMBIM 00BEKTaM U COOIOJICHHUIO IPUHATOTO peskuma 6e3onacuoctu I1]1H.

IIpn BCTyIuleHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HEIIOCPEACTBEHHBIM Ha4aJIbHUK
HOJpa3eieHusl, B KOTOPOE OH IIOCTyNaeT, 00s3aH OpraHu30BaTb €ro O3HAKOMIICHHE C
JIOJDKHOCTHOW —~ MHCTPYKIMEH W HEOOXOAMMBIMH  JOKYMEHTAMH, PpEriaMeHTUPYIOIIUMHU
TpeboBanus mo 3amute I[I/[H, a Takke oOyueHHE HaBBIKAM BBINIOJHEHHS MPOIEIYD,
HEOOXOAMMBIX JUTS CAHKITMOHUPOBAHHOTO Hcrob3oBanus UCII/H.

CoTpyIHUK NOJKEH OBITh O3HAKOMIIEH CO CBEIACHUSIMM HacTosmied [lonmuTuku, mpuHSITHIX
npouenyp padotsr ¢ anementamu UCITAa u C3I11H.

CoTpyaHUKH VYUpeXJIeHUs, HCIOJB3YIOIIHME TEXHUYECKHE CpeACcTBa ayTeHTHU(UKALUY,
JOJKHBI  O00€CHeurBaTh COXPAHHOCTh WJIEHTU(PHUKATOPOB (DJIEKTPOHHBIX KIIOUeH) U He
nonyckatb HCJl x HuUM, a Tak k€ BO3MOXXHOCTb MX YTEpU HWJIM HCIOJIb30BAaHUS TPETHUMU
munamu.  [lonb3oBarenu  HECyT  INEpPCOHANBHYIO  OTBETCTBEHHOCTh 33  COXPaHHOCTh
UJEHTU(DUKATOPOB.

CoTpyaHUKH YUpexAeHUs TOJIKHBI CI€0BaTh YCTAHOBICHHBIM IPOIEAypaM MOAJepKaHUSI
pexxuma 6e3onacHocTy I1JIH npu BbIOOpE M MCMOJIB30BaHUM MAPOJICH (€C/IM HE HUCMHOIb3YITCS
TEXHUYECKUE CPEJICTBA AyTCHTU(PHUKAIUN).

CotpyaHuku YupexaeHHUs NOJKHBI OOecreunBaTh HaAJIEXKallyl0 3alluTy 000pYHAOoBaHUS,
OCTaBJIIEMOTO 0€3 MPUCMOTPa, OCOOCHHO B TEX CIydasX, KOTJa B TIOMENICHHE UMEIOT JIOCTYII
nocropoHHue ywmima. Bce monmp3oBarenu MOKHBI 3HATH TpeboBaHusa 1o Oe3omacHoctH [IJIH n
MPOIIEAYPHI 3alTUTH 000PYI0BAHUS, OCTABICHHOTO 0€3 MPUCMOTPA, a TAK)KE CBOM O0S3aHHOCTH
10 00€ECIIEUEHNIO TAKON 3aIIUTHL.

CoTpynHHKaM 3amperiaeTcsi yCTaHaBIMBaTh MOCTOPOHHEE IPOTpaMMHOE oOOecrieueHue,
MOJIKITFOYATh JINYHBIE MOOMIIbHBIC YCTPOWCTBA M HOCUTENM MH(GOPMAIINH, a TaK JKE 3alHChIBATh
Ha HHX 3allUIIaeMyI0 HHPOPMAIIHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTth 3allyiiaeMyro HUH(pOpMaIMio, KOTopas crajia UM
M3BECTHA MPH paboTe ¢ MH(DOPMALIMOHHBIMU CUCTEMaMU Y UpExkKACHUS, TPETHUM JIMLIAM.

[Ipu padote ¢ [1/In B UCII[In coTpynHuku YdpexxaeHus o0s3aHbl 00€CIICUUTh OTCYTCTBUE
BO3MOKHOCTHU npocMoTpa [1/IH Tperbumu nuniamu ¢ MOHUTOPOB APM Wi TepMHUHAJIOB.

[Tpu 3aBepmenun padotsl ¢ UCII/IH coTpynauku 00s3aHbl 3aMTUT: APM mu TepMuHabI
C TMOMOIIBIO OJIOKHUPOBKM KIIIOUOM WM SKBUBAJICHTHOTO CPEICTBA KOHTPOJIS, HampHUMeEp,
JOCTYIIOM TIO MapOJII0, €CIIM HE UCTIONIb3YIOTCS 00Jiee CUIbHBIE CPEeACTBA 3aIUTHI.

CoTpynHHKH YUpexJeHUs JOJDKHbI ObITh MPOMH(GOPMHUPOBAHBI 00 yrpo3ax HapylICHUS
pexxuma Oe3omacHoctd [IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHHM JOJDKHBI OBITh
O3HAKOMJICHBI C YTBEPXKJCHHON (OpPMaIbHON TMPOIEAYPOH HAIOXKECHUS JUCIUIUTMHAPHBIX
B3bICKaHHUI HA COTPYIHUKOB, KOTOpBIC HAapyuian [ToauTuky HHGOPMAIIMOHHOM 0€30MaCHOCTH H
npoueaypsl 6e3omacuoctu [1/]H.

CoTtpyaHuku o00s3aHbl 0e3 TpoMmeaneHuss cooOmarb 000 BceX HAOMIOZAEMBIX WM
MOA03pUTENBHBIX ciaydasx pabotel UCIIJIH, MOTrymux moBieys 3a coboil yrpo3sl 6€301macHOCTH
[I1n, a Takke O BBIABIEHHBIX HMHU COOBITHSX, 3aTparuBarommx OezomacHocTs [IJ]H,
PYKOBO/JICTBY MOJAPA3/ICICHUS U JIUIlY, OTBEYAIOIIEMY 32 HEMEUIEHHOE pearupoBaHue Ha yrPO3bl
oe3onacHoctH [1]IH.
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7 JoaxHocTHBIE 0013aHHOCTH MoJb3oBaTeneid UCIIn
JomxHocTHBIE 00s13aHHOCTH TIoJb3oBareneld MCII/H onrcaHbl B CIEAYIOMNX JOKYMEHTAX:
- Nacerpykuus agmunuctpaTtopa MCIH;
- Unctpykuus anmunuctpatopa 6ezonacHoctu UCITH;
- NHcerpykuus noas3osatens UCIIH.
OtBerctBeHHOCTh coTpyaHrKoB UCIIIH Yupexaenus.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit denepanuu ot 27 urona 2006
r. Ne 152-®3 «O nepcoHaiabHBIX JAHHBIX» JIMIIA, BAHOBHBIE B HAPYLIEHUH TPeOOBaHUM JAHHOTO
@denepalbHOTO  3aKOHA,  HECYT  IPAXKIAHCKYI0,  YIOJOBHYIO,  aJMUHHCTPAaTHUBHYIO,
JUCLHMIUIMHAPHYI0O U MHYIO MPEIYCMOTPEHHYIO 3aKOHOAATENbCTBOM Pocculickoit denepanuu
OTBETCTBEHHOCTb.

JleiictByroniee  3akoHOJaTenbcTBO P®  mo3BosisieT  mpenbsABIATH  TpeOOBaHUSA IO
obOecnieueHn0 Oe3o0macHO paloThl ¢ 3amuiiaeMoid wuHQopMmanued u NpeaycMaTpUBaeT
OTBETCTBEHHOCTb 3a HapyIIEHHE YCTAaHOBJIEHHBIX MpaBWJl 3Kciuyarauuu OBM u cucrewm,
HETMPAaBOMEPHBIH JOCTYl K WHPOPMALWHU, €CITU 3TH ACUCTBUS TPUBEIN K YHHUYTOKCHHIO,
OJIOKMPOBAHUIO, MOAU(UKAIIMY UHPOPMALIMK UK HapylIeHUIo paboTel DBM uinu ceteil (ctaTbu
272,273 u 274 YK PD).

Anmunuctpatop UCIIxH n agmunuctparop 6e3onacHoctu UCII/IH HECyT OTBETCTBEHHOCTh
3a BCE JIEHCTBUS, COBEPUICHHBIE OT MMEHM MX YUYETHBIX 3alMCEH WIM CHCTEMHBIX YYETHBIX
3anucel, eciii He 10Ka3aH (pakT HeCaHKIMOHUPOBAHHOTO MCIOJIB30BaHUS YUETHBIX 3allHCEH.

[Ipn HapymeHusx coTpyaHUKaMu YupexnaeHus — nonb3oBarenedt HCII/Ix npasuin,
CBs3aHHBIX C Oe3omacHocThlo IIJIH, OHM HeCyr OTBETCTBEHHOCTb, YCTAHOBIICHHYIO
JEMCTBYIOIIMM 3aKoHOAATeNbCTBOM Poccutickoit deneparum.

[IpuBeneHHble BhIIE TpeOOBAHHWS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HHGOpMaLUu
JOJKHBI OBITH OTpakeHbl B [losiojkeHusAX O moApas/ieNeHusax YUpexaeHus, OCyIIeCTBISIOMNX
o6paboTtky [1/In B UCII/IH 1 1OKHOCTHBIX HHCTPYKITUSIX COTPYIHUKOB YUPEKICHHH.

Heobxomumo BHectu B llonokeHust o moapaszieneHusX YUpekIeHHs, OCYLIECTBIISIFOIINX
o6pabotky [/l B UCII/IH cBenenuss 00 OTBETCTBEHHOCTH MX PYKOBOJMTENCH U COTPYTHUKOB
3a pasrialieHre W HECAHKIIMOHWPOBAHHYI Moaudukaimio (McKaxeHue, (GaabCupHKaLHUIo)
[1/1n, a Takke 3a HEMPaBOMEPHOE BMEIIATEILCTBO B IMPOLECCHl MX aBTOMATHU3WPOBAHHOMN
00paboTKH.
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8 ChHcoxk HCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMH M METOJUYECKHMH JTOKYMEHTAaMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiii 3akon ot 27.07.2006 1. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (fanee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIMN OCHOBHBIE IPUHLMUIBI M YCIOBHUS
obpabotku I1]IH, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH, CBSI3aHHBIX
¢ obpaboTkoii I[1/1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoii @eneparym ot 1HOs0ps 2012 1. Ne 1119 «O6
YTBEP)KJACHUM TpeOOBaHMM K 3allluTe MEPCOHAIbHBIX JAHHBIX IpH HX 00paboTke B
MH(POPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX».

3 «IlomoxxeHne 06 0cCOOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BAHUS CPEICTB aBTOMAaTHU3aun», yreepxxaeHHoe [loctanoBnenuem Ilpasurensctea PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHusi K MaTepUalbHbIM HOCHUTENSIM OMOMETPUYECKUX MEPCOHAIbHBIX JAHHBIX M
TEXHOJIOTUSIM XPAaHEHUs TaKUX JAaHHBIX BHE HWH(QOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX
TaHHBIX», yTBepkeHHbIe [locTanoBnenuem [Ipasutensctea PO ot 06.07.2008 r. Ne 512.

5 HopmaTuBHO-MeTOIMYeCcKrEe JOKYMEHThl DenepanbHOil CayKObl MO TEXHUYECKOMY U
skcnepTHOMY KoHTpoJito Poccuiickoit ®enepaunu (nanee - ®CTIK Poccun) no obecneueHuro
6e3onacunoctu [1/1n nmpu ux o6padotke B UCIIH:

6 Pexomenpanuu o o6ecredeHnio 0€301MaCHOCTH IEPCOHATBHBIX JAHHBIX TTPH HX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOMPUSITHS TI0 OpPraHU3alUU U TEXHUYECKOMY OOecreueHno 6e301macHOCTH
MEePCOHAIBHBIX JIAHHBIX, 00pabaTbiBaeMbIX B HH(OPMAIIMOHHBIX CHCTEMAax IEPCOHAIBHBIX
naHHbIX, yTB. 3aMm. nupektopa ®CTIK Poccun 15.02.08 r. (JCII)

8 bazoBass Mojenp yrpo3 0O€30MacHOCTH TEPCOHATBHBIX MTaHHBIX MPU HX 00pabOTKEe B
WH(POPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX NaHHBIX, yTB. 3aMm. aupekropa ®CTIK Poccum
15.02.08 1.

9 Metoauka onpeiesIeHUs] akTyalIbHbIX yrpo3 0€30MacHOCTH NePCOHANbHBIX JAHHBIX MIPU UX
00paboTke B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHAJIBHBIX JAaHHBIX, YTB. 3aM. IUPEKTOpa
OCTOIK Poccun 15.02.08 1.
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Hpunoxenue 1

Ne [Tnan - mepeyeHb TEXHUYECKUX MEponpusaTHiil mo odbecneuernnn 6e3omnacHocta UCIT K3 K2 K1
I B noacucreme yrpaBieHHs JOCTYIIOM:
Peanu3zoBaTh uieHTUHUKALNIO U IPOBEPKY MOJATUHHOCTU CYOBEKTOB JIOCTYIA MTPU
1 BXxo/i¢ B onepannoHuyto cucremy UCII{x mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
NEeUCTBUS, IIIMHON HE MEHee I1ecTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh ueHTHGUKALINIO TEPMUHATIOB, TEXHUUYECKUX cpeacTB 00paboTku I1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBsI3M, BHEIHUX ycTpoilcTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 Peanu3zoBaTh ueHTHHUKALUIO TPOrPaMM, TOMOB, KaTajioros, ¢ailyioB, 3anucei, i + +
MOJICH 3amuCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH JIO0CTYMa;
nipu Hammanu oakoueHus MCIIIH k ceTssm 00111ero nojib30BaHus J0HKHO He nmxe 5-ro He amxe 4-ro He mmxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE IKPAaHUPOBAHHE. YPOBHS YPOBHS YPOBHSI
3aMIUIIEHHOCTH 3aIIUIIEHHOCTH 3aIUIIEHHOCTH
Jlns obecrieueHns 6e301acHOro MexcereBoro B3anmoaerictus B UCITIu ms He mmxe 5-ro He mmxe 4-ro He mmxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOAMMO HCIIONIb30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3amuThl OT IPOrpaMMHO MaTeMaThuieckux Bo3aeiicteuii (ITMB):
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Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3alLUThI OT IPOrpaMMHO MaTemaTuueckux Bosaeicteuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuTel oT [IMB 1o nmapoJito (W1u ¢ UCHOIB30BaHUEM MHOT'O MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO MOCHIE MpoBeIeHUs €ro yCnemHon
ayTeHTU(PUKALINUH,

[IpenycmoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS JIOCTyIAa K CpeAcTBam 3amuThl ot [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOI'O YMCIIA HEYJAaYHBIX IOMBITOK BBOJIA MTAPOJI;

Heo6xonumo npoBoauTh uieHTHGUKaUIO (hailIoB, KaTajaoros, MPOrpaMMHBIX
MO/IyJIEH, BHEIIIHUX YCTPOMCTB, HCIOJIb3YEMBIX CpeACTB 3amuThl oT [IMB;

B nozacucreme peructpanuu u yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI), TUOO PErUCTPALIMIO 3arPy3KU U MHUIIUAIHU3AIMH OTIEPAllMOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annaparypHoro otkiatouenuss UCII{x. B nmapamerpax
perucTpaluy yKas3blBaloTCs JaTa U BpeMs BXoJa (BbIX0Ja) CyObeKTa I0CTyna B
cucTeMy (M3 CUCTEMBI) UJTH 3arPy3KH (OCTAaHOBA) CHCTEMEI;

[IpoBOANTH y4€T BCEX 3alIMINAEMbIX HOCHTEEH HH(OPMAITUHU C TIOMOIIBIO UX JTFOO0M
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B XKypHaI (YUYETHYIO KAPTOUKY);
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[TpoBOANTE PETUCTPAIIMIO BX0/1a/BBIX0Ja CYOBEKTOB JJOCTYIA B CPEJICTBO 3AIIMUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrpaMMHOTO OCTaHOBa. B mapameTpax perucrpanuu yka3plBaeTcsi BpeMs U Jara
BXOJIa/BBIX0/Ia CYOBEKTa JI0CTYNA B CPeACTBO 3amuThl oT [IMB mnun
3arpy3KH/0CTaHOBA ATOTO CPEJICTBA, a TAKXKE UICHTH(PHUKATOP CYyOBEKTa TOCTYIIA,
VWHULMUPOBABIIETO JAHHBIE IEHCTBUS;

[IpoBoauTh perucrpanmio coobITui npoBepku 1 oOHapyxenust [IMB. B mapamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UIEHTU(PUKATOP CYOBEKTa JOCTYMa, NHULMUPOBABLIETO JaHHBIE ICHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar aeiicTBuii cpeacTsa 3amuThl 1o Onokuposanuto [IMB;

[TpoBOANTH perucTpanuio COOBITHI IO BHEAPEHHIO B CpeacTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax peructpaiuu yKa3bpIBarOTCSl BpeMs U JaTa
0OHOBIICHHUS, UJCHTU(DUKATOP CyOBEKTA TOCTYIA, HHUIIMUPOBABIIIETO JTAHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MO, HACHTU(UKATOP CyOBeKTa
JOCTyIa, UHUIMUPOBABLIETO JIaHHOE JICHCTBUE, PE3YJIbTAT 3aIlycka/3aBepIICHUS
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEruCTpalys COOBITUI YIpaBlIeHUs CyObEKTOM JIOCTYIIa
¢byHkusamMu cpeactaa 3amuThl oT [IMB. B napamerpax peructpaiuu yKa3blBatoTcs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KXo QyHKIIMEH, uIeHTUDUKATOP U
cnenudukanus GyHKIUN, HISHTUPUKATOP CYyObEKTa H0CTYyIa, MHUIIMAPOBABILIETO
JTaHHOE JIeUCTBHE, Pe3yIbTaT JCHCTBUS;
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IIpoBoauTH perucTpanuio COObITUIN MOMBITOK JOCTYyIa IPOTrPAMMHBIX CPEJCTB K
MOJIyJsAM cpeacTBa 3amuThl oT [IMB win criennansHbeIM JtoByIIKaM. B mapamerpax
peruCTpaIiK yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOMYJISA, UACHTH(GHUKATOP U crienuduKamnms MOAyIIsl cpeacTBa 3amuthl oT [IMB
(ciennanbHOM JIOBYILIKH), PE3YJIbTAT MOIBITKH JIOCTYIIA;

[IpoBoauTH perucTpainuio coObBITUIM OTKaTa A cpejacTpa 3auutel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuduKanus AeWCTBUM OTKaTa, HACHTU(PUKATOP CyObEKTa JOCTYIa,
VHHULMMPOBABILIETO TAHHOE JIEUCTBUE, pE3yibTaT IEUCTBUS;

10

ObecrieunTsb 3alIUTy JAaHHBIX PETMCTPALMU OT UX YHUUTOXKEHUS WIN MOAUPUKAIIUI
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI TPOCMOTPA U aHAJIHM3a JAHHBIX PETHCTPALUU H UX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SABIATHCA NpuunHOM peanusanuu [IMB (co3nanue, penakTupoBaHnue, 3auch,
KOMITWJISIUS 00BbEKTOB, KOTOpBIe MOTYT cojepskath BII).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX pEruCTpainru 1o
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOAUTE HECKOJILKO BHIOB yueTa (AyOIHPYIOIINX) C PETUCTPAIIUEH BbIIaun
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO pEerucTpaIus 3arpy3Kd U HHUIHATU3AIUN ONIePAIIHOHHON CHCTEMBI.
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17

OcCyIecTBIATh PErUCTPALMIO BbIIAUX MEYATHHIX (TpagHuUuecKnx) TOKYMEHTOB Ha
«TBEpAYIO» KOIMIO. B mapaMerpax perucTpanuu yKa3plBaroTcs (J1aTa U BpeMs
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CTICHU(HUKAINS yCTPOHCTBA BBLIAYH —
JoTu4YecKoe uMs (HOMEep) BHELIHETO YCTPOICTBA, KPaTKOE COJEpKAHUE
(HauMeHOBaHUe, BUJ, MH(}P, KOI) M YPOBEHb KOHPHUACHIINATHLHOCTH IOKYMEHTA,
UACHTU(PHUKATOP CYOBEKTa JOCTYIA, 3aPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEerucTpalmio 3anycka (3aBepiieHns) IporpaMM U MpoIeccoB
(3amanuit, 3a/1a4), MpeIHa3HAUYEHHBIX sl 00pabOoTKH 3anuiiaemMeix ¢aiaos. B
napamMeTpax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMsl 3aIyCKa, HMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JIO0CTYTIa, 3alIPOCHUBILIETO TPOrpaMMy (IIpOLIece, 3a/laHue), pe3yabTaT 3amycKa
(ycnemHbIi, HeyCIeUTHbI — HECAaHKIITMOHUPOBAHHBIH ),

19

OcymiecTBIATh PErUCTPALIHMIO MOMBITOK AOCTYIAa IPOrPaMMHBIX CPENCTB (IIporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi) K 3anuiaeMeiM (aiimam. B mapamerpax perucrpamum
YKa3bIBAIOTCSA JaTa U BPeMsl TIOIBITKH JIOCTYIIA K 3aluiaeMomMy (aiiny ¢ ykazaHHeM
ee pe3ynbrara (ycIenHas, HeyCcrelnrHas — HeCaHKIIMOHUPOBAHHAs), HACHTH(PUKATOP
cyOBeKTa ToCTyma, crenuduKams 3anmiraeMoro ¢aiina;

20

OcymiecTBIATh PErUCTPALIMIO MTOMBITOK AOCTYIA TPOrPaMMHBIX CPEICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JO0CTYIa: TEPMHUHAJIAM,
kommbioTepam, y3nam cetu UCIIIH, muHusM (KaHaJIaM) CBSI3U, BHEITHUM
yCTpOiiCTBaM KOMIIbIOTEPOB, pOrpaMmam, ToMaMm, Karajoram, Qaiiiam, 3anucsm,
noJIsiM 3anuceld. B mapamerpax perucTpaiuu yka3blBaroTCs 1aTa U BpeMs MOTBITKA
JIOCTYTIa K 3alllUIIaeMOMYy OOBEKTY C YKa3aHHeM €€ pe3yibTaTa (ycreurHas,
HeyCIelIHas — HeCaHKIIMOHUPOBaHHasl ), UACHTU(PUKATOP CyObEeKTa AOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IIOMOIIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B )KYpHaJI (y‘ICTHYIO KapTO‘{KY);
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22

OcymiecTBIATh OYUCTKY (0OHYJICHHE, 00€3IMYNBaHIE) 0CBOOOKIAEMBIX 00IacTei
OTICPATUBHOM MaMsATH KOMIBIOTEPOB U BHEIIHUX HaKomuTene. OuncTka
OCYIIECTBISIETCS OJHOKPATHON MPOHU3BOIBHOM 3aMKCHI0 B 0CBOOOKIaEMYIO 001acTh
MaMSATH, paHee UCIIOJIH30BAHHYIO JUIsl XPAHEHUS 3aIIUIIAeMbIX TaHHBIX ((aiiios,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneunTh 11ETOCTHOCTh MPOTrpaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a
TaK)K€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipy 3TOM 11eI0CTHOCTh CPECTB 3alIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HATTMYHIO UMEH (MIEHTU(PUKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICII/IH cpencTB pa3paboTKH U OTIAAKU IPOTpaMM;

OcymectBiarh puznueckyto oxpany UCII/IH (ycTpoiicTB 1 HOcuTenei
nH(popMaIun), mperycMaTpuBaromias KoHTpoab goctymna B momemenus UCIIa
MMOCTOPOHHUX JIUI], HAJTMYKE HA/IEKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHus B omenienust UCII/IH u Xxpanumnwuine HocuTeneil nHdopMaIu;

[TpoBoauTs mepuoanueckoe TectupoBanue Gpynkunii C3I1/IH npu n3mMeHeHUn
nporpamMmMHoi cpenibl 1 iepcoHana MCIIIH ¢ moMonipio TECT-MpOrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATM4KMK cpeacTBa BocctanoBiaeHus C3I1/IH, mpemycmarpuBaromnue
BEJICHUE JIBYX KOTIMH IIPOrPaMMHBIX CPEJICTB 3aIIUThl HH()OpMAITUH, UX
MEePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0TOCITOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTH MOYyJIeH cpeacTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IPU €T0 3aTPYy3KE C
HCIIO0JIb30BAHUEM KOHTPOJIbHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacCTBa 3alllUThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;
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7 Peann3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBIICHH CPEACTBA N N N
3amuTsl OT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM;

3 [IpoBoauTs pesepBHOE KonupoBanue [1/]n Ha oTuyk1aeMbie HOCUTENU HHPOPMALUK; N N

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMAaTHYECKYIO MPOBEPKY Ha Hanuuue BII wnu nocneacreuii [IMB

1 nipu umnopre B UCII/IH Bcex mporpaMMHBIX MOAYJEH (IPUKIAIHBIX IPOTpamMmMm), + + +
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUNOBBIM 111a0JI0HAM U ¢ TOMOIIbIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTHYECKOTO OJIOKHpOBaHUs 00HapykeHHbIX BII N N N
MyTeM UX YAaJeHUs U3 MPOrpaMMHBIX MOJIYJEH HIIM YHUUTOXKEHUS;

3 PerynsipHo BeINOIHATH (IIpH nepBoM 3amycke cpeacTs 3aumThl [1J{n ot [IMB u ¢ N N N
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;
JomxHa nHuIMupoBaThes apTomarnueckas nposepka UCII/In Ha mpeameT Hanmuuus

4 + + +
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUisl yCTaHABIMBAEMOIO YHCIIA ONEpaluid y1aJeHuUs

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U + + +
MPUKIIAJHBIX IPOrpamMM WM POTPaMMHBIX CPEACTB, coaeprkamux BIL.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO ¢ 11eNbio BhisBIeHus BIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
JJ1 mporpaMMHOTO 0OeCTeueHusl, HCIOIb3yeMOT0 MPH 3aluTe HHPOPMAIIH B

1 NCTIn (cpeacts 3amutsl unopmanmu — C3U, B ToM uncie 1 BCTPOSHHBIX B + + +
o0I1ecCuCTEMHOE U MPUKIaJHOE TporpaMMHoe obecnieuenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJIs oTcyTcTBHsI B HeM HJIB (ue
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JIEKJIApUPOBAHHBIX BO3BMOYKHOCTEN).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM TPOIPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkeruii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 00s3aTenbHOE HCIOIb30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/IbI aHAIM3a U METO/IbI BBISBJICHUSI aHOMAaJUI

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTUMOCTH, 10 0€30MaCHOCTH M 3PTOHOMHUYECKUM TPeOOBaHUSIM K CpeACTBaM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCII/IH TpebGoBanusam 6e3onacHocTH [1][H

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE HIIH 0053aTEIbHYIO CepTH(UKAIHIO (ATTECTAIHIO) 110
TpeGoBaHMAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO OTlepaTopa);

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 31 13 33




[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBHUHU HCCAHKIIMOHNWPOBAHHOTO MJIKM HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

CornacoBaHo:

Ucnonnstonuii 00s3aHHOCTH AUPEKTOPA, KuszeB Aprem AnekceeBuu
3amMecTuTeNb IUPEKTOPA dabynoBa Mapus bopucosna
Jlenonpou3BoanuTenp YeOyproBa Okcana BagumoBHa

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 32 13 33



JIner o3Hakomiienus ¢ [lonuTnkoi nHpOpManoHHON 0e301aCHOCTH

Ne 1017 (0) HosxHoCTH [ara Hoanmuceh
n/n
1 | KuszeB Aprem AnexceeBuy Wcnonsstromuii 06s3aHHOCTH
JMPEKTOPA
2 | ®abynosa Mapus bopucoBHa 3amMecTUTeNb TUPEKTOpa
3 | UebypkoBa Oxcana BagumoBHa JenonpousBoauTesnn

Monntuka nHbopmaumoHHon besonacHocTh. CtpaHnua 33 13 33
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